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<& Phién ban HSE PRO

e Qudn ly tdp trung trong moi trudng cdch ly, khong

két néi Internet.

e Tich hgp tinh ndng NAC (Network Access Control)

& Thong so ky thuat

Performance & Configuration

. §

Environmental Parameters

Network Interface

6 céng RJ45 (1GB)
4 c8ng SPF+ (10GB)

Cooling

Firewall Throughput 5 Gbps Temperature ?;gf);gogp'j;?]t_iggemﬁng
Concurrent session 600.000 :
IPS Throughput 1.5 Gbps Humidity (RH) giggzﬁ lsl)ssic(’)tplnr;grating
Flash 128 GB Watchdog N/A

Internal RTC with Li Battery Yes

Processor Passive CPU Heatsink
NIC Module Slot 1
System Fanless (Default); 1 x 4-pin Fan
1/O Interface y Connector (Optional)
LED Power/Storage (WxDxH) 44 mm (H) x 430 mm (W) x 250mm (D)
Power Button 1 x ATX Power Switch Weight 3.5kg
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Certification

Approvals and Compliance

Console (RJ-45) 1x RJ45 Package Dimensions
LCD Module Yes (WxDxH) 52 mm (H) x 500 mm (W) x 350mm (D)
Management ports 1x RJ45 Weight 4.5kg
Power Input 1 x DC Jack Type / Watts AC adapter 120W 19V/6.32A
Input AC 100V~240V @50~60Hz

RoHS, CE/FCC Class B
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<& Tinh nang

Mang va trién khai

* Interfaces: Vat ly, VLAN (802.1Q tagging & trunking), Céng mang con (Sub-Interface), Loopback;
e H& trg PPPoE: Trén céng vat ly va cdng mang con;

e |Pv6-Ready: IPv4, IPv6, hodc trién khai cd hai giao thiic IPv4/IPv6;

* Dinh nghia cdng: Dinh nghia cdc céng mang nhu WAN, LAN v DMZ mé khéng cé rang budc vé

Byt phdn cing;
» Dinh tuyén: Tinh, RIP, OSPF, EIGRP, and BGP;
] e Tinh ndng DHCP: DHCP, DHCPv6, chuyén ti€p DHCP, IP reservation (IPv4 & IPv6);

e DNS: DNS proxy, DNS transparent proxy, DNS64, DDNS ARP Proxy;

e Can bdang tdi két néi: Round robin, dua theo ty & bdng théng, lugng truy cdp va két néi uu tién;
* QoS (Quality of Service) Cdu hinh theo ing dung, thiét bi;

e GOp c6ng: Ché dé LACP va ché dé Static (Round Robin, Hash, and Active-Standby);

e Tinh ndng du phong: Active-Active, Active-Standby.

Tudng Ida & NAC

e C4 thé tuy chinh cdc vung mang va bdo mdt;
e Chuyén ti€p Port: Thém, slfa, xéa luét chuyén tiép port;
g e Ludt Traffic: Thém, sa, xda ludt traffic;
¢ Tinh ndng NAT: SNAT, DNAT, Bidirectional NAT/PAT (Modes 1:1, 1:N, N:1, M:N);
e [Pset (Alias): Quan ly IP, port, MAC sets.
e Kiém sodt truy cp NAC (Network Access Control) quan ly cdc mdy tram theo dia chi MAC, IP.

VPN

e H6 trg: IPsec VPN, OpenVPN;
¢ Site-to-site IPsec VPN (IP tinh, IP d6ng, domain déng);
Ia) e [KEv1 and IKEv2;
e Hoat dong & tunnel mode;
¢ Giao thdc md héa cta IPsec: AH and ESP;

e Phudng thic xdc thuc(Authentication): khda chia sé trudc (pre-shared key) va chidng chi (certificate);
¢ Thudt todn md hda IPsec: DES, 3DES, AES/AES128, AES192, AES256.

¢ SYN flood, ICMP flood, ICMPV6 flood, UDP flood, DNS flood, ARP flood prevention;

¢ Ngdn chdn IP scan va port scan;

e Phong chdng téin cédng dua trén gdi tin: TearDrop Attack, IP fragment, LAND attack, WinNuke
attack, Smurf attack, Ping of Death, Unknown protocol;

¢ Ngdn chdn Bad IP option, Bad TCP option;

Chéng gid mao ARP;

Phdt hién Domain & URL ddc hai;

e Phdt hién dudng truyén kha nghi: Phdt hién nhiing hanh vi bdt thudng trén cdc port tiéu chudn;

e Bdo vé, phong chéng khai thdc 16 hdng bdo mat: Bdo vé chéng lai cdc 16 héng bdo médt nhdm véo hé
théng, ing dung, phédn mém trung gian, cd s& di liéu, trinh khdm phd, Telnet, DNS, and more;

e Phong chdng téin cédng Brute-Force: Bdo vé cdc théng tin cia SSH, Telnet, RDP, NTLM, FTP, etc;

e Phdt hién Botnet: Phdt hién giao ti€p cua thiét bi botnet, bao gém dudng hdm DNS, ICMP, HTTP etc;

e Hé trg thay déi ludt IPS.
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<& Tinh nang

Kiém sodt ing dung & xdc thuc

o Stateful Packet Inspection (Stateful Firewall): Quét sGu vdo ban tin kiém tra tiing gdi tin
* MobiSafe Hybrid DPI: Deep Packet Inspection (DPI): Xdc dinh (ng dung dé tUr tréi hodic cho phép
\ truy cdp
.<\9 . e Cd sd dir liéu tich hgp chir ky tng dung: Hon 10.000 chif ky, bao gém mang xd hoi, IM, gaming, video
'f streaming, email, proxy apps
» Kiém sodt truy cdp dya trén dia chi IP nguén/dich, vung nguén/dich, port nguén, FQDN, MAC, User,
dich vu, Ung dung, lich trinh, etc.

Nhat ky & Bdo cdo

e Thiét bi dudc tich hdp bdo cdo va nhét ky cé sdn theo méc dinh;
e Hé théng bdo cdo tinh hinh s dung: top mdy s dung nhiéu nhdt, top Ung dung st dung nhiéu nhét;
¢ Hién thi luu lugng truy cdp theo user/IP, nhém, logi ing dung & theo danh muc dng dung;
e Gidm sdt luu lugng truy cdp/ phién theo thiét bi, ing dung, IP, céng mang;
e Gidm sdt thiét bi Online: S8 lugng va théng tin vé thiét bi online;
@ e Théng ké s dung theo thiét bi: Théng ké theo thiét bi;
e Tuy chon bdo cdo bdo mdt hang ngdy, hang tuén hodc hanh thdng. Hé trg bdo cdo bdo mat & dinh
dang PDF;
e H6 trg syslog & dinh dang Common Event Format;
e Gidm sdt hé théng ti xa (SNMP): Cho phép thu thép théng tin trang thdi va hiéu xuét cda thiét bi
dudc gidm sdt tir xa, nhdn théng bdo vé trang thdi;
e Qudn ly hé théng nhdt ky (Syslog): Cho phép két néi va guii nhét ky dén cdc hé théng nhu (SIEM...).

Qudn tri

e Cho phép qudn ly tdp trung trén Cloud, diéu khién bdng Web hodc App, Cloud dugc dat tai Viét
Nam.
e H& trg quan ly qua phan mém qudn ly tép trung cai ddt tai Trung tdm dif liéu cla chd ddu tu (On-
‘ premise).
e Cdp nhé&t mau nhén dién (1oC): cé khd ndng két néi, cép nhdt tir cde nguén clda cd quan qudn ly tai
Viét Nam.
e H6 trg mat khdu/tai khodn cuc bd clia ngudi dung, TACACS server va RADIUS server. Sao luu cu
hinh tu d6ng hodc thi cong;
e Backup cdu hinh ra file nhu FTP, TFTP & SFTP theo thsi gian biéu;
o Cai dat thdgi gian, hd trg déng bd hda véi PC cuc bd va NTP Servers;
e SNMP v1/N2c/v3, SNMP trap;
e Canh bdo qua email vé bdt thudng cla phan cing, mdc st dung tdi nguyén, su kién bdo mat, trang
thdi HA, v,v.
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Tién ich

e Lénh kiém tra trang thdi tudng Ira: Cung cép cdc lénh nhu ping, traceroute, nslookup dé kiém tra,
Lénh déng b thdgi gian, khdi déng lai thiét bi;
¢ Xem lich st c@p nhdt chudng trinh cd s&: Xem thdi gian phién ban phan mém da dudc cp nhét;
¢ Cdp nhét firmware tU cloud: Nhén théng bdo khi cé phién ban phan mém mdi, ndng cdp firmware
tlr ddm may.
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